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Rising	Cyber	Risks
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The	rapid	digitization	of	public	and	private	systems	has	elevated	data	to	a	critical	economic	asset,	transforming	
cybersecurity	from	a	technical	concern	into	a	core	issue	of	economic	governance.	In	Nigeria,	rising	incidents	of	data	
theft,	 surveillance	 abuses,	 and	 breaches	 of	 information	 integrity	 expose	 structural	 weaknesses	 in	 institutional	
accountability	and	digital	regulation.	This	paper	examines	cybersecurity	through	an	economic	lens,	emphasizing	the	
costs	of	data	insecurity,	the	incentive	failures	driving	cyber	vulnerabilities,	and	the	macroeconomic	implications	of	
weak	information	protection.	Using	Nigeria	as	a	focal	case	contextualized	by	the	recent	public	admission	by	Nasir	El-
Rufai	of	unauthorized	access	to	the	communication	line	of	Nuhu	Ribadu,	the	study	highlights	how	elite	impunity	
magni�ies	cyber	risk	and	undermines	trust	in	digital	systems.	The	paper	contributes	to	the	cybersecurity	literature	by	
framing	data	breaches	as	market	and	governance	failures	with	measurable	economic	costs.	It	concludes	with	policy	
recommendations	aimed	at	strengthening	digital	institutions,	aligning	incentives,	and	safeguarding	data	integrity	in	
Nigeria	and	comparable	emerging	economies.
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1.0	Introduction
In the digital age, data has become one of the most 
valuable economic assets. Across the world, 
organizations and governments depend on 
information systems to support critical functions, 
from banking systems to national  security 
intelligence. Information integrity, con�identiality, 
and accessibility are central to economic growth, 
investor con�idence, and social trust.(1) Yet, rising 
incidents of data breaches, unauthorized access to 
communication systems, and systemic governance 
failures pose signi�icant threats to economic stability 
and institutional credibility.
In Nigeria, recent events have brought cybersecurity 
vulnerabilities to the forefront of public discourse, 
including a highly publicized admission by Nasir El-
Rufai regarding unauthorized surveillance of the 
phone line of Nuhu Ribadu. Beyond their political 
dimensions, such disclosures highlight broader 
systemic weaknesses in data governance, rule 
enforcement, and the alignment of incentives. When 
individuals with political in�luence openly disclose 
breaches of data privacy without clear accountability, 
the implications extend into economic behavior,

digital investment climates, and the trust citizens 
place in digital institutions. This paper examines 
cybersecurity issues in Nigeria through an economic 
lens. It argues that cybersecurity incidents are not 
merely technical failures but symptoms of deeper 
economic and governance challenges. It integrates 
empirical and theoretical literature, analyzes 
institutional and market failures, and proposes policy 
directions to improve data integrity, strengthen 
accountability, and safeguard economic growth in 
Nigeria and similar emerging economies.

2.0	Literature	Review
2.1	Cybersecurity	as	an	Economic	Phenomenon
Cybersecurity failures are increasingly recognized as 
drivers of economic cost. (2) document that 
cybercrime in�licts direct �inancial losses and 
generates negative externalit ies ,  including 
reputational harm and reduced investment. Data like 
infrastructure has become essential capital. When 
compromised, it erodes productivity and trust (3). 
This literature underscores that data security failures 
impose broader systemic costs beyond immediate 
�inancial loss.
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Furthermore,  economic analysis  identi � ies 
cybersecurity as a public good with positive 
externalities (4). While secure systems bene�it all, 
individual entities may under-invest in protection 
due to cost considerations. This creates a gap between 
socially optimal security investment and observed 
practice.

2.2	The	Nigerian	Cybersecurity	Landscape
Nigeria has experienced signi�icant growth in digital 
adoption from mobile banking to e-government 
services. However, increasing cybercrime rates attest 
to vulnerabilities in institutional response and 
regulatory enforcement. (5) and (6) note that 
emerging economies often face a combination of high 
cyber risk and limited regulatory capacity, leading to 
growing threats to information integrity.
Recent national debates also highlight political and 
security dimensions of cybersecurity. The public 
disclosure by Nasir El-Rufai about unauthorized 
access to another senior of�icial's communications 
raises questions about norms of privacy, surveillance, 
and accountability. Such episodes re�lect governance 
de�icits that extend beyond technology and into 
institutional incentive structures. When public actors 
demonstrate impunity or justify breaches of privacy, 
it weakens normative constraints that uphold data 
protection.

2.3	Global	Context	and	Comparative	Patterns
Globally, cybersecurity incidents have affected 
governments, corporations, and civil society. Large-
scale breaches such as the 2017 Equifax hack have 
been linked to measurable declines in shareholder 
value and consumer trust (7). In addition, the 
deployment of AI and machine learning in critical 
systems introduces new vulnerabilities where 
corrupted data can lead to �lawed predictions and 
decisions.
Comparative studies also show that effective 
cybersecurity governance hinges on institutional 
coordination, legal enforcement, and economic 
incentives that internalize the costs of breaches (8). 
When regulatory bodies have clear mandates and 
enforcement teeth, �irms and public agencies are 
more likely to invest in cybersecurity, reducing 
systemic risk.

2.4	Gaps	in	the	Literature
Despite recognition of the economic costs of cyber 
insecurity, existing literature often focuses on 
technical  responses rather than structural 
governance problems. There is a need for more 
research on how pol i t ical  incentives ,  rule 
enforcement, and institutional credibility shape 
cybersecurity outcomes, particularly in emerging 
economies like Nigeria, where formal frameworks 
exist, but enforcement and norms lag behind digital 
uptake.

3.0	Theoretical	Framework	and	Methodology
3.1	 Theoretical	 Framework:	 Institutional	
Economics	and	Cybersecurity
This study draws on institutional economics, which 
stresses the role of formal rules and informal norms 
in shaping economic outcomes (9). 

Data protection laws, enforcement mechanisms, and 
political accountability are part of the “rules of the 
game” that determine how actors behave. When 
institutions fail to enforce data protection, or when 
elites demonstrate impunity, systemic risk increases 
and market actors under-invest in digital security.
Cybersecurity is also framed as a market failure 
characterized by externalities and asymmetric 
information. Firms may under-invest in security 
because the bene�its are shared widely while costs are 
borne privately (4). Regulation and enforcement 
must therefore correct these incentive imbalances.

3.2	Methodological	Approach
This research employs a mixed methodology:
Qualitative policy analysis of Nigerian cybersecurity 
governance, including laws, institutional mandates, 
and political controversies.
Comparative review of literature on cybersecurity 
impact and economic costs.
Interpretative synthesis linking economic theory 
with empirical evidence.
The paper does not rely on primary quantitative data 
collection but instead systematically integrates 
secondary sources, theoretical insights, and 
documented instances of cybersecurity vulnerability 
to  c o n c l u d e  e c o n o m i c  i m p a c t s  a n d  p o l i c y 
requirements.

4.0	Findings	and	Discussion
4 .1 	 Ins t i tu t iona l 	 Gaps 	 and 	 Regu la tory	
Fragmentation
Nigeria has multiple frameworks addressing 
cybersecurity, including the Nigeria Data Protection 
Act (NDPA) and sectoral cybersecurity regulations. 
However, overlapping jurisdictions and capacity gaps 
weaken enforcement. Regulatory ambiguity leads to 
inconsistent application of data protection laws, 
undermining deterrence.
This aligns with North's (1990) thesis: institutions 
that cannot enforce rules fail to shape predictable 
behavior. In Nigeria, formally robust laws do not 
always translate into effective compliance due to 
limited enforcement capacity, overlapping mandates, 
and weak accountability mechanisms. (10)

4.2	Economic	Costs	of	Data	Breaches
While direct �inancial losses from cybercrime are 
substantial, the indirect costs reputational harm, loss 
of consumer trust, and increased risk premiums are 
often larger. The literature reveals that public 
disclosure of breaches can reduce �irm value as 
investors reassess risk (7). For emerging economies 
seeking foreign investment, perceptions of cyber 
vulnerability raise the cost of capital, constraining 
growth.
In Nigeria, where digital �inancial services are 
expanding rapidly, compromised data systems can 
erode trust in online banking and mobile payment 
platforms. The resulting slowdown in digital 
adoption increases transaction costs and inhibits 
productivity gains.

https://academicsociety.org/aicyberjournal/
https://academicsociety.org/aicyberjournal/
https://academicsociety.org/aicyberjournal/


03. https://academicsociety.org/aicyberjournal/

Jamiu	Adeniyi	Yusuf	et	al.,	/	AI	&	Cyber	Forum:	An	International	Journal	(2026)

4.3	 Incentive	 Misalignment	 and	 Elite	 Moral	
Hazard
One of the most striking �indings is the role of political 
incentives in shaping cybersecurity norms. The 
public acknowledgment by Nasir El-Rufai of 
unauthorized data access represents more than a 
political controversy; it reveals a moral hazard where 
powerful actors treat breaches of privacy as normal 
or defensible. When elites are not held accountable 
for violations of data integrity, this weakens 
normative constraints on all actors, including �irms 
and public agencies.
This phenomenon illustrates an institutional failure: 
formal rules exist, but informal norms permit 
circumvention of those rules with little consequence. 
As Acemoglu and Johnson (11) argue, institutions are 
effective only when formal rules are backed by 
c r e d i b l e  e n f o r c e m e n t .  I n  t h e  a b s e n c e  o f 
accountability, cybersecurity governance weakens, 
and systemic risk increases.

4.4	 The	 Threat	 of	 Compromised	 AI	 and	 Digital	
Decision	Systems
The integration of arti�icial intelligence and machine 
learning into public and private systems ampli�ies the 
importance of data integrity. Corrupted data feeds 
into algorithms that make decisions about credit 
scoring, risk assessment, and security surveillance. 
(8) notes that vulnerabilities in such systems can 
propagate errors across entire sectors.
In Nigeria, growing use of AI for �inancial services and 
security analytics means that cybersecurity incidents 
can no longer be treated as isolated technical 
breaches. They threaten the reliability of automated 
systems that underpin economic activity.

4.5	International	Implications	and	Systemic	Risk
Cybersecurity risk is inherently transnational. Data 
�lows across borders, and vulnerabilities in one 
country can affect partners and investors globally. 
Emerging economies with weak cybersecurity 
governance become nodes of systemic risk that 
investors and international partners must price into 
transactions.
This dynamic highlights the need for international 
cooperation, cybersecurity capacity building, and 
harmonized standards that help reduce the contagion 
risk of cyber insecurity.

5.0	Conclusion	and	Recommendations
5.1	Conclusion
Cybersecurity is an economic governance issue with 
implications far beyond technology. In Nigeria, rising 
data breaches, weak enforcement, and politicized 
interpretations of privacy breaches underscore 
deeper institutional challenges. These challenges are 
not unique to Nigeria but re�lect broader patterns in 
emerging economies where rapid digitalization has 
outpaced governance adaptation.

This	paper	has	shown	that:
i. Cybersecurity failures impose high economic costs 
direct, reputational, and systemic.
i i .  I n s t i t u t i o n a l  w e a k n e s s e s ,  r e g u l a t o r y 
fragmentation,  and incentive misalignment 
contribute to under-investment in data security.

iii. Political behavior that normalizes breaches of data 
integrity produces moral hazard and reduces 
normative constraints.
iv. The integration of AI intensi�ies the economic 
consequences of compromised data, raising systemic 
risk.

5.2	Recommendations
To	address	 these	 challenges,	 the	 following	policy	
directions	are	recommended:
i. Strengthen Enforcement Mechanisms: Data 
protection laws must be backed by independent 
enforcement bodies empowered to sanction 
violations regardless of political status.
ii. Clarify Institutional Mandates: Regulatory 
frameworks should be streamlined to avoid overlap 
and ensure accountability. Clear hierarchy and 
coordination will reduce ambiguity and improve 
compliance.
iii. Internalize Economic Costs: Introduce liability 
rules and compulsory breach disclosures that make 
�irms and public agencies bear the �inancial 
consequences of cybersecurity lapses.
iv. Build Cyber Capacity: Invest in cybersecurity 
training, incident response capabilities, and public-
private collaboration on threat intelligence.
v. Promote Normative Accountability: Establish 
norms that treat data integrity not as a discretionary 
concern but as an ethical obligation. High-pro�ile 
breaches should lead to transparent investigations.
vi. Support International Standards Adoption: 
Harmonize Nigeria's cybersecurity standards with 
international best practices and participate in cross-
border information sharing to reduce systemic risk.
Ultimately, effective cybersecurity requires aligning 
economic incentives with institutional rules, norms, 
and enforcement. By reframing cybersecurity as a 
core economic governance challenge, Nigeria can 
strengthen its digital future and improve resilience 
against future breaches.

References
1. Yusuf, J. A., Afolabi O.L., & Oludoyi, I. O. (2024). The 

role of asymmetric information in shaping 
investment strategies: Implications for �inancial 
market stability. Al-Ghary	 Journal	 of	 Economic	
and	 Administrative	 Sciences,	 20(4), 646–666. 
https://doi.org/10.36325/ghjec.v20i4.17548

2. Anderson, R., Barton, C., Böhme, R., Clayton, R., 
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