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The	static	nature	of	conventional	network	con�igurations	creates	predictable	attack	surfaces	that	enable	adversaries	
to	perform	ef�icient	reconnaissance	using	automated	scanning	tools.	This	limitation	is	particularly	critical	at	the	
early	stage	of	cyber-attacks,	where	accurate	network	enumeration	facilitates	subsequent	exploitation.	To	address	
this	challenge,	this	paper	proposes	a	lightweight	Moving	Target	Defense	(MTD)	framework	based	on	synchronized	IP	
and	 port	 hopping	 to	 obscure	 network	 visibility	 and	 disrupt	 attacker	 reconnaissance	 activities.	 The	 proposed	
approach	employs	coordinated	interface-level	IP	recon�iguration	and	Network	Address	Translation	(NAT)-based	
port	remapping	to	introduce	continuous	and	unpredictable	identi�ier	mutation	without	relying	on	Software-De�ined	
Networking	(SDN)	infrastructure	or	complex	topology	manipulation.	The	framework	is	implemented	and	evaluated	
in	a	controlled	Mininet	environment	using	an	Nmap-driven	attacker	model.	Experimental	results	 show	that	 the	
proposed	system	reduces	reconnaissance	success	from	85%	to	20%,	signi�icantly	increases	scan	time,	and	generates	
high	entropy	in	port	distribution	while	maintaining	service	stability.	These	�indings	demonstrate	that	lightweight,	
host-level	mutation	strategies	can	effectively	degrade	attacker	visibility	and	impose	operational	uncertainty.	This	
work	 contributes	 a	 practical,	 low-overhead	 MTD	 solution	 suitable	 for	 deployment	 in	 resource-constrained	
environments,	offering	a	viable	alternative	to	more	complex	SDN-based	defense	mechanisms.
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1.0	Introduction	
The persistence of reconnaissance driven attacks 
continues to expose a fundamental weakness in static 
network con�igurations such as �ixed IP addresses 
and unchanging service ports. Static network 
environments provide adversaries with predictable 
and easily discoverable attack surfaces, enabling 
reconnaissance tools most notably Nmap, to 
enumerate hosts, �ingerprint services, and identify 
exploitable vulnerabilities with minimal effort [1]. As 
attackers continue to re�ine automated scanning and 
enumeration techniques, the window for defensive 
reaction narrows signi�icantly, making proactive 
security paradigms increasingly critical [2]. 
Moving Target Defense (MTD) has emerged as one of 
the most promising proactive strategies for 
countering modern cyber threats [3]. By continuously 
altering network attributes such as IP addresses, port 
numbers, routing paths, and even network topology, 
MTD disrupts an attacker's ability to rely on static 

reconnaissance data. This enforced uncertainty 
increases the cost, complexity, and time required to 
mount a successful attack [4]. Across recent 
literature, MTD has been successfully applied in 
domains such as distributed denial-of-service (DDoS) 
m i t i g a t i o n ,  t o p o l o g y  m u t a t i o n ,  r o u t i n g 
randomization, and identity obfuscation [5,3]. For 
instance, studies show that dynamic recon�iguration 
can signi�icantly reduce attacker visibility, limit 
eavesdropping success rates, and improve service 
resilience under attack conditions. In Software-
De�ined Networking (SDN)-enabled environments, 
dynamic recon�iguration can be achieved with 
millisecond-level responsiveness, with mitigation 
occurring in as little as three seconds [6]. Similarly, 
routing dispersion and topology mutation strategies 
have demonstrated reductions of up to 63% in packet 
eavesdropping rates. Other approaches, such as fake 
IP hopping, effectively break spatial and temporal 
traf�ic correlations, thereby reducing the success of 
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snif�ing and identity inference attacks [7].
Despite  these advancements ,  the practical 
deployment of MTD in real-world environments 
remains challenging. Many existing approaches 
introduce signi�icant computational overhead. Many 
ex i s t i n g  a p p ro a c h e s  i n t ro d u c e  s i g n i � i c a n t 
comp ut a t iona l  overhea d ,  require  complex 
coordination mechanisms, or depend heavily on SDN 
infrastructure [8,9]. Additionally, a large portion of 
existing research focuses on isolated MTD techniques 
such as address mutation or DDoS mitigation without 
providing lightweight, integrated, and deployable 
solut ions  speci � ical ly  designed to  counter 
reconnaissance attacks in small- to medium-scale 
networks. This creates a critical gap between 
theoretical MTD capabilities and practical, scalable 
implementations that can be easily adopted in 
resource-constrained environments. 
This study aims to design and evaluate a lightweight 
and scalable Moving Target Defense (MTD) 
framework that employs synchronized IP and port 
hopping to obscure network topology and disrupt 
attacker reconnaissance activities. Unlike existing 
approaches that rely on SDN infrastructure or 
complex coordination mechanisms, the proposed 
framework introduces a host-level, dual-layer 
mutation strategy that signi�icantly reduces 
reconnaissance success rates, increases scanning 
uncertainty and delay, and maintains service stability 
under dynamic recon�iguration. The objective is to 
provide a practical, low-overhead, and deployable 
solution tailored for real-world and resource-
constrained network environments. This work 
distinguishes itself from existing MTD approaches by 
introducing a lightweight, host-level mutation 
framework that eliminates reliance on SDN 
infrastructure while enabling synchronized IP–port 
hopping. This dual-layer mutation strategy enhances 
multi-dimensional unpredictability speci�ically at the 
reconnaissance stage, providing a practical and 
deployable alternative to existing complex MTD 
solutions.
This study adopts an experimental and system design 
approach grounded in established MTD principles. 
The proposed framework implements synchronized 
IP and port hopping through coordinated interface-
level recon�iguration and Network Address 
Translation (NAT)-based port remapping. The system 
is developed and evaluated within a controlled 
Mininet simulation environment, where an attacker 
model based on Nmap-driven reconnaissance is used 
to assess effectiveness. Periodic and randomized 
hopping events are introduced to increase entropy 
and disrupt attacker visibility. Performance 
evaluation is conducted using key metrics such as 
reconnaissance success rate, scan time, detection 
delay,  and port  distr ibut ion entropy.  This 
methodology aligns with experimental practices used 
in prior MTD, routing mutation, and address-hopping 
studies, ensuring comparability with existing 
research. 

The	contributions	of	this	is	as	follows:
Ÿ Design of a synchronized dual-layer mutation 

mechanism that simultaneously performs IP and 
port hopping to disrupt spatial and temporal 
attack patterns. 

Ÿ Optimization of mutation responsiveness and 
entropy generation with a signi�icant reduction in 
reconnaissance success while maintaining 
minimal system overhead. 

Ÿ Development of a lightweight and modular MTD 
architecture that operates at the host level and 
can be extended to SDN-integrated or adaptive 
defense environments.

The remainder of this paper is organized as follows: 
Section 2 presents a review of related work on Moving 
Target Defense techniques. Section 3 describes the 
proposed methodology and system architecture. 
Section 4 presents the experimental results and 
discusses the effectiveness of the proposed approach. 
Section 5 concludes the paper and outlines directions 
for future research.

2.0	Related	Work	
In practical Moving Target Defense (MTD) systems, 
various hopping techniques such as routing mutation, 
IP mutation, and topology mutation operate 
synergistically to disrupt attacker exploration and 
impede network mapping. Dynamic routing alters 
f o r w a r d i n g  p a t h s ,  I P  m u t a t i o n  c h a n g e s 
communication identi�iers, and topology mutation 
restructures network connectivity. Combined these 
techniques signi�icantly increase uncertainty for 
adversaries and provide a layered defense across 
diverse threat environments.

2.1	Routing	Mutation
Routing mutation techniques generally operate at 
either the �low level or at the packet level. In �low-level 
mutation, packets belonging to the same �low follow a 
consistent sub-path, allowing attackers who intercept 
consecutive sub-�lows to infer ordering or 
reconstruct sequences. To address this, [10] 
introduced a Randomized Routing Mutation (RRM) 
technique that computes effective path variations 
using satis�iability modulo theories. Other studies 
[11] incorporate spatial randomness to diversify 
routing paths, with [12] accounting for attacker 
background knowledge and [13] employing Jaccard 
distance and temporal constraints to optimize 
mutation diversity while limiting latency.
Packet-level mutation, by contrast, randomizes 
forwarding decisions for each packet, enhancing 
unpredictability. [14] proposed the P4-based 
Network Immune Scheme (P4NIS), which disperses 
encrypted packets across multiple routes. Similarly, 
[15] combines random neighbor selection with 
cryptographic primitives, while [16] applies a Deep 
Deterministic Policy Gradient (DDPG) to derive 
adaptive packet-level routing strategies on 
programmable switches.
Despite their effectiveness, many routing-mutation 
approaches rely on global topology	 knowledge or 
centralized control, which limits scalability. RL-based 
approaches introduce additional complexity and 
training overhead. 
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In contrast, the K-Randomized Routing Dispersion 
(KRRD) method integrates SDN-coordinated per-hop 
address rewriting with multi-objective optimization, 
offering explicit control over trade-offs such as delay, 
load balance, and dispersion while maintaining 
practical deployability in large-scale networks.

2.2	Topology	Mutation
Topology mutation research has grown rapidly, 
focusing on obfuscation, decoy systems, and probe-
packet deception. AntiTomo [17] disrupts topology 
inference by generating deceptive topologies. 
Similarly, Zhu et al. [18] introduced EigenObfu, which 
hides critical nodes while preserving global 
connectivity. Hou et al. [19] proposed ProTO, which 
delays probe packets to mislead adversaries into 
constructing inaccurate topologies. Other work 
integrates decoys with topology shuf�ling, using 
strategies such as genetic optimization and attack-
path analysis to guide mutation in IoT networks.
A key challenge in overlay networks is the overlap 
between underlay and overlay paths. Studies [20, 21] 
highlight that naıv̈e randomization can overload 
critical links and expose high-traf�ic nodes to targeted 
attacks. Effective topology mutation must therefore 
consider link independence, path diversity, and traf�ic 
balance, ensuring that mutation reduces attacker 
visibility without destabilizing network operations.

2.3	Address	Mutation
Address mutation is another widely explored MTD 
strategy. Sharma et al. [22] proposed joint IP and port 
randomization using endpoint agents that rewrite 
packet headers dynamically. Azab et al. [23] 
presented an Intelligence-Driven Host Address 
Mutation (ID-HAM) model using a Markov decision 
process to ensure seamless address transitions. 
Mayone et al. [24] developed Randomized Host and 
Service Shuf�ling for IPv6 (RHSS6), leveraging the 
large IPv6 address space to reduce scanning 
effectiveness, albeit with measurable performance 
overhead.
At the network layer, Chavez et al. [25] implemented 
IP randomization by validating source–destination 
pairs and dynamically installing encoding/decoding 
rules, reducing host-side complexity. Mani et al. [26] 
explored machine-learning approaches to detect 
MTD deployments and predict future address 
assignments, highlighting potential adversarial 
learning risks.
De sp i te  p ro g re ss ,  m a ny  a ddre ss- m u t a t i o n 
mechanisms face limitations such as restricted 
address space, scanning predictability, or session 
disruption. Recent work proposes per-hop address 
rewriting in ICN/SDN environments, guided by 
standards such as ITU-T Y.3083 [27, 28] and SEANet's 
instant re-addressing technology [29, 30]. By 
operating on identi�iers rather than IP addresses, 
these techniques overcome space limitations and 
signi�icantly hinder reconnaissance, offering a 
stronger foundation for dynamic, scalable MTD. 

Table	1:	Summary	of	Related	Work	on	Moving	Target	Defense	Techniques

Table 1 provides a concise comparison of three 
representative MTD studies, outlining their core 
techniques, underlying mechanisms, strengths, and 
limitations. It highlights how different mutation 
strategies dynamic recon�iguration, routing 
dispersion, and fake IP hopping offer varying levels of 
unpredictability and deployment complexity.

3.0	Methodology	
The methodology adopted in this study encompasses 
the design of the Moving Target Defense (MTD) 
framework, the development of synchronized IP and 
port hopping mechanisms, and the construction of a 
simulation environment for performance evaluation. 
This approach follows the methodological rigor 
demonstrated in recent SDN-based MTD systems, 
topology mutation frameworks, and fake IP hopping 
strategies discussed in prior research. The goal of the 
methodology is to provide a lightweight yet effective 
defensive mechanism capable of disrupting 
reconnaissance attempts while maintaining network 
stability. 

3.1	Threat	Model	and	Assumptions
This study focuses on an external attacker whose 
main goal is to gather information about the network 
before launching an attack. The attacker operates 
remotely, has no login credentials or insider access, 
and relies on common scanning tools such as Nmap to 
discover active hosts, open ports, and running 
services.
The attacker is assumed to understand standard 
networking protocols and scanning techniques, but 
has no prior knowledge of the IP addresses or service 
ports generated by the Moving Target Defense (MTD) 
system. Although repeated scans may be performed 
to observe patterns over time, the attacker cannot 
access or interfere with the MTD controller, internal 
mapping tables, or mutation logic.
The scope of this work is limited to reconnaissance 
activity, which represents an early and critical stage of 
most cyber-attacks. More advanced threats such as 
insider abuse, denial-of-service attacks, traf�ic 
analysis across multiple monitoring points, or 
attempts to predict mutation behavior using machine 
learning are not considered.
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Legitimate users are assumed to be trusted and able 
to tolerate brief changes in network identi�iers during 
hopping events. The experimental environment is 
kept lightly loaded to ensure that observed effects are 
due to the mutation mechanism rather than network 
congestion.
Under these assumptions, the proposed IP and port 
hopping approach is designed to prevent attackers 
from maintaining an accurate and stable view of the 
network, thereby reducing the effectiveness of 
reconnaissance attempts. 

Figure	 1:	 Threat	 Model	 of	 the	 Proposed	 IP-Port	 Hopping	 MTD	
Framework

Figure 1 illustrates the attacker model and 
operational assumptions guiding the proposed MTD 
design. It shows how an external adversary performs 
reconnaissance while the system defends through 
unpredictable identi�ier mutation.
The proposed architecture consists of three 
functional layers that work together to introduce 
continuous and unpredictable recon�iguration. At the 
control layer, a hopping scheduler and entropy 
generator coordinate the timing and randomness of 
IP and port mutations. The scheduler governs the 
hopping intervals, while the entropy generator 
produces new address and port values with suf�icient 
randomness to minimize predictability. This design 
re�lects the control data plane separation model used 
in SDN-enabled MTD approaches and ensures that 
the mutation process can be executed consistently 
without interfering with service operations as shown 
in Figure 2 below. Supporting this, a synchronization 
unit ensures that ongoing communication sessions 
are minimally affected during transitions.

Figure	 2:	 Conceptual	 Architecture	 of	 the	 Proposed	 MTD	
Framework

Figure 2 outlines the three-layer architecture control, 
con� igurat ion ,  and execut ion that  enables 
synchronized IP and port hopping. 

It visualizes how scheduling, entropy generation, and 
interface-level rewriting work together to produce 
continuous mutation.
The network con�iguration layer operationalizes the 
decisions made by the control layer. When a new 
hopping event is triggered, the host's IP address is 
updated through interface-level rewriting, and the 
service port is reassigned through NAT-based 
redirection. Both operations are conducted in a 
manner that preserves short-term compatibility 
between old and new mappings, allowing for smooth 
transitions. This dual mapping approach is similar to 
the techniques observed in fake IP hopping 
architectures, where source destination address 
� ie lds  are  dynamical ly  reassigned without 
interrupting communication. By coordinating IP and 
port mutation simultaneously, the system enhances 
obfuscation and introduces multi-dimensional 
unpredictability.
The execution layer  consists  of  the  nodes 
participating in the experiment: the victim node 
hosting the service, the attacker node conducting 
scanning attempts, and the MTD controller executing 
the hopping algorithms. While the framework does 
not rely on a centralized SDN controller, it remains 
modular and could be extended to an SDN-based 
deployment in future work, similar to earlier 
mit igat ion  systems that  ut i l ize  � low-table 
recon�iguration as part of their defensive strategies.
The hopping process follows a continuous loop in 
which random values are generated, validated, and 
deployed to the network con�iguration layer. At the 
start of each cycle, the controller generates a new IP 
address and port number, ensuring they fall within 
the valid operational ranges. These parameters are 
temporarily inserted into a local mapping table to 
coordinate the transition. The host interface is then 
updated to the new IP address, and NAT policies are 
refreshed to map incoming traf�ic to the new service 
port. Upon successfully applying these changes, the 
system discards previous mappings and enters a 
stabilization period before initiating the next cycle. 
The continuous nature of this loop parallels the 
design seen in dynamic address-mutation systems for 
power communication networks, where frequent and 
unpredictable updates reduce the attacker's ability to 
track active hosts as shown in Figure 3 below.

Figure	3:	Work�low	of	the	IP	and	Port	Hopping	Mechanism

Figure 3 depicts the sequential steps of the hopping 
process, from generating new identi�iers to applying 
them and stabilizing active sessions. It highlights the 
continuous-loop nature of the mutation cycle.
To evaluate the effectiveness of the proposed MTD 
framework, a controlled testbed was developed in 
Mininet. 
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Table	2:	System	Parameters	and	Simulation	Settings

The environment included an MTD controller node, a victim node, and an attacker node performing 
reconnaissance. The selection of a simpli�ied three-node topology mirrors previous studies that isolate mutation 
effects without the in�luence of complex routing behavior. The MTD controller executed the hopping algorithm, 
while the attacker node continuously probed the network using Nmap to assess how rapidly changing network 
identi�iers in�luence reconnaissance success.
The con�iguration parameters included a private IP pool, a wide port selection range to maximize entropy, and a 
set of hopping intervals designed to evaluate responsiveness and attack disruption under different timing 
conditions. Wireshark was used to verify hopping behavior and to analyze packet traces during mutation events. 
The attacker model remained consistent with reconnaissance focused threat models used in earlier MTD studies, 
relying on repeated scanning to identify services exposed by the victim host.

Table 2 summarizes the experimental setup used to 
evaluate the proposed IP–port hopping framework. It 
lists key con�iguration details, including the network 
environment, mutation parameters, attacker model, 
monitoring tools, and number of experimental runs, 
establishing the basis for reproducibility.
Performance was assessed using four key metrics. 
Reconnaissance success rate measured the 
percentage of successful host or port identi�ications 
under both static and MTD-active conditions, 
providing a direct indicator of the framework's 
defensive effectiveness. Scan time analysis captured 
the additional time required for attackers to complete 
network enumeration when faced with continuous 
recon�iguration, re�lecting the increased workload. 
D e t e c t i o n  d e l a y  q u a n t i � i e d  t h e  s y s t e m' s 
responsiveness by measuring the time between an 
attacker's scan attempt and the execution of a new 
hopping event. Finally, port distribution entropy 
captured the randomness of generated port values 
across mutation cycles, offering insight into the 
unpredictability of the service exposure pattern. 
These metrics are consistent with those used in prior 
SDN-based MTD experiments, topology mutation 
evaluations, and IP hopping studies, ensuring 
comparability with existing research. Through this 
methodological approach, the proposed framework 
provides a structured, reproducible, and defensively 
robust environment for studying the effects of 
synchronized IP and port mutation on attacker 
reconnaissance capabilities, as shown in �igure 3 
below.

Figure	4:	Experimental	Network	Topology

Figure 4 shows the simpli�ied three-node Mininet 
topology used in the experiment, consisting of the 
MTD controller, victim host, and attacker machine 
connected through a virtual switch.

4.0	Results	and	Discussion
This section presents the experimental results 
obtained from evaluating the proposed Moving 
Target Defense (MTD) framework and discusses their 
implications in relation to existing �indings in the 
literature. The evaluation focused on understanding 
how synchronized IP and port hopping in�luences 
reconnaissance success, scan time, detection delay, 
and port distribution entropy. The experiments were 
performed in a controlled network environment to 
isolate the effects of dynamic mutation and compare 
the behavior of a static con�iguration against an MTD-
protected system.
A signi�icant reduction in reconnaissance success was 
observed when the hopping mechanism was 
activated. In the static con�iguration, the attacker was 
able to consistently identify the victim host and detect 
its open services, resulting in an 85% success rate 
during repeated scanning cycles. When the MTD 
mechanism was applied, this rate fell dramatically to 
2 0 % ,  d e m o n s t r a t i n g  t h a t  t h e  f r e q u e n t 
recon�iguration of network identi�iers effectively 
disrupts the attacker's ability to correlate observed 
responses or maintain a persistent view of the 
system. This result aligns with trends reported in 
earlier MTD studies, where address mutation and 
randomized forwarding patterns reduced attacker 
visibility and impeded sustained reconnaissance 
attempts. The improvement observed in this work 
reinforces the idea that even lightweight host-level 
mutation strategies can impose substantial 
uncertainty on adversaries, similar to the gains seen 
in more complex SDN-driven architectures, as shown 
in �igure below.
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Figure 5 compares the attacker's reconnaissance 
success under static and MTD-protected conditions, 
demonstrating the signi�icant reduction achieved 
through continuous identi�ier mutation.
In addition to lowering the attack success rate, the 
MTD framework substantially increased the scan 
time required by the attacker. Under static conditions, 
exploration scans is completed within predictable 
time intervals, enabling attackers to rapidly 
enumerate the target's attributes. With MTD enabled, 
however, scan operations became less reliable and 
required signi�icantly longer to complete. This 
increased delay is attributed to the continuous 
mutation of both IP addresses and service ports, 
which causes incomplete and outdated scan results 
before the attacker can �inish a full enumeration cycle. 
These observations re�lect similar �indings in routing 
and topology mutation research, where adversaries 
experienced substantial delays due to frequent 
changes in path structure and node identi�iers, as 
shown in Figure 5 below. The longer scan time thus 
indicates that the proposed framework imposes a 
meaningful operational burden on attackers, 
reducing the feasibility of rapid exploitation.

Figure	5:	Attack	Success	Rate	Comparison

Figure	6:	Scan	Time	Comparison	chart

Figure 6 illustrates how the MTD mechanism 
increases the time required for the attacker to 
complete reconnaissance,  emphasizing the 
a d d i t i o n a l  wo rk l o a d  i m p o s e d  by  dy n a m i c 
recon�iguration.
The relationship between hopping interval and 
detection delay was also examined to understand 
how quickly the system responds to adversarial 
activity. The results showed that shorter hopping 
intervals produced lower detection delays, with the 
system reacting within approximately one second of a 
s c a n  a t t e m p t  d u r i n g  t h e  m o s t  a g g re s s ive 
con�igurations. As intervals increased, the detection 
delay grew correspondingly, creating slightly wider 
exposure windows for an adversary. 

This performance pattern is comparable to behavior 
reported in dynamic address-mutation systems, 
where higher mutation frequency enhances 
resilience but may introduce additional overhead. In 
this study, shorter intervals consistently yielded 
superior defensive responsiveness without causing 
service instability, indicating that the chosen hopping 
strategy maintains an acceptable balance between 
performance cost and security bene�it. Figure 7 below 
shows how these processes happened in a line chart.

Figure	7:	Detection	Delay	vs	Hopping	Interval	line	graph

Figure 7 visualizes the relationship between hopping 
interval and defensive responsiveness, showing that 
shorter intervals yield faster reaction times to 
scanning activity.
The distribution of port values generated during the 
experiment further demonstrates the randomness 
and unpredictability of the hopping mechanism. 
Across 100 mutation cycles, the system produced a 
nearly uniform distribution of port assignments 
spanning the available range. No clustering patterns 
are repeated and sequences were observed, 
suggesting that the port-hopping algorithm 
introduces suf�icient entropy to prevent adversaries 
from predicting upcoming service exposure points. 
This characteristic mirrors the behavior of entropy-
driven mutation schemes in packet level mutation 
frameworks and topology obfuscation systems where 
randomness plays a critical role in minimizing the 
reliability of attacker inference. Figure 8 shows this 
distribution foe frequency against port distribution 
on the entropy chart.

Figure	8:	Port	Distribution	Entropy	chart

Figure 8 demonstrates the randomness of port 
allocation across mutation cycles, re�lecting the high 
entropy and unpredictability of the proposed port-
hopping strategy.
Taken together,  these  resul ts  con� irm the 
effectiveness of synchronized IP and port mutation as 
a practical MTD approach. 
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Table	3:	Summary	of	Experimental	Results

The substantial reduction in attacker success rate, the increased scan time, the rapid responsiveness at shorter 
intervals, and the high entropy of port distribution all point to a signi�icant enhancement in defensive capability. 
Importantly, these bene�its were achieved using a mechanism that operate at the host layer without requiring 
complex SDN-based control channels. This distinguishes the proposed method from broader mutation 
frameworks, such as those involving rerouting or topology reshaping, while still achieving comparable security 
gains in resisting reconnaissance.
The �indings demonstrate that even minimalistic MTD mechanisms can meaningfully degrade the attacker's 
ability to maintain an accurate or timely understanding of network conditions. As in the studies on dynamic 
topology mutation and large-scale address hopping, the underlying principle remains consistent: frequent, 
unpredictable changes invalidate the attacker's assumptions and reduce the likelihood of successful exploitation. 
The results support the potential of lightweight, deployable MTD techniques to enhance security in environments 
where the complexity of full SDN deployment or sophisticated path-randomization strategies may be impractical. 

Table 3 presents the performance comparison 
between the static baseline and the MTD-enabled 
con�iguration across key metrics. It highlights the 
reduction in reconnaissance success, increased scan 
time, improved responsiveness, and high port 
entropy achieved by the proposed framework.

4.1	 Comparison	 Between	 the	 Proposed	 MTD	
Framework	and	Existing	Techniques
To contextualize the effectiveness of the proposed IP-
Port Hopping MTD framework, it is essential to 
compare its characteristics with representative 
techniques reported in current literature. Existing 
MTD approaches generally focus on SDN-driven �low 
recon�iguration, topology and routing mutation, or 
network-layer address hopping. Each of these 
m e t h o d s  i n t r o d u c e s  v a r y i n g  d e g r e e s  o f 
unpredictability to hinder attacker inference, but 
they also differ in deployment complexity, scalability, 
and operational overhead.
SDN-based solutions, such as those integrating 
machine-learning-driven �low classi�ication and 
dynamic redirection, achieve rapid attack mitigation

 and centralized control but require dedicated 
control ler  infrastructure and incur higher 
con�iguration costs. Topology and routing mutation 
strategies, such as multi-objective optimized 
randomized routing, provide strong resilience 
against eavesdropping and path inference but rely on 
global  network knowledge and s igni� icant 
computational resources. Network-layer fake-IP 
h o p p i n g  a p p ro a c h e s  e m p h a s i z e  i d e n t i � i e r 
obfuscation to disrupt spatial and temporal �low 
correlation, yet they depend heavily on SDN support 
and are designed for speci�ic environments such as 
power communication networks.
In contrast, the proposed framework adopts a 
lightweight, host-level mutation mechanism that 
does not rely on SDN orchestration or large-scale 
topology manipulation. By synchronizing IP and port 
c h a n g e s ,  t h e  s y s t e m  e ff e c t i v e l y  r e d u c e s 
reconnaissance success while maintaining ease of 
deployment and minimal overhead. This positions 
the proposed solution as a practical alternative for 
environments where complex MTD infrastructures 
are infeasible, yet proactive defense is still required

Table	4:	Comparison	Between	the	Proposed	MTD	Framework	and	Existing	Techniques

Table 4 offers a structured comparison between the proposed IP–port hopping approach and notable MTD 
techniques in the literature. It contrasts mechanisms, strengths, and limitations, showing how the proposed 
framework provides a lightweight alternative to more complex SDN- or topology-based solutions.
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5.0	Conclusion	and	Future	Work	
This work introduced a lightweight Moving Target 
Defense framework based on synchronized IP and 
port hopping to counter reconnaissance-driven 
attacks. The experimental results demonstrate that 
continuous recon�iguration of network identi�iers 
substantially reduces adversarial visibility, lowering 
reconnaissance success from 85% in static settings to 
20% under MTD protection. The increase in scan time 
and the high entropy observed in port allocation 
further validate the framework's ability to impose 
uncertainty while maintaining stable service 
operation. These �indings align with emerging 
evidence from contemporary MTD research, 
reinforcing the value of dynamic, low-overhead 
mutation strategies in strengthening network 
resilience.
Despite its effectiveness, the current design employs 
�ixed mutation intervals and operates solely at the 
host level. Future research may extend this work by 
incorporating adaptive hopping mechanisms 
triggered by real-time threat indicators or anomaly 
detection models. Integrating the framework with 
SDN controllers could also enable coordinated, 
network-wide mutation strategies, offering broader 
defensive coverage. Moreover, evaluating the system 
in larger and more heterogeneous environments 
would help ascertain scalability, operational 
robustness, and long-term performance. Expanding 
mutation to additional network attributes such as 
MAC addresses, �low identi�iers, or routing metadata 
presents another promising direction for enhancing 
unpredictability against increasingly sophisticated 
reconnaissance techniques. The results illustrate that 
synchronized IP and port hopping offers a practical 
and effective approach for degrading attacker 
reconnaissance capabilities, contributing meaningful 
insight into the development of deployable and 
adaptive MTD solutions.
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